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® User Setup (default wizard)
® Key Storages
® External Key/Smartcard Configuration
® All other storages
® User Setup (Simple Share)
Key Management
® Manage Existing Keys
® Key Management depending on your Key Storage
® Your Computer/Device - Local Key
® Key Storages Manual input for each download and Local decryption
® Decrypting Files
® Your Computer/Device
® External Key/Smartcard
® Manual input for each download
® | ocal decryption

At first login a wizard will open which guides through the creation of a key pair for encrypting and decrypting files. This pair comes with a private
(secret) key and a public (not secret) key.

® The public key will be used to encrypt files
® The private key will be used to decrypt files

While the public key will be saved in the server's database ("anybody may encrypt files for me"), the private key must be kept secret ("only | may
decrypt files").

Depending on the server administrator's configuration you will see the default wizard or the Simple Share wizard.

User Setup (default wizard)

[ 4
>
Welcome to E2EE for owncloud
Y¥ou do not have any encrpytion keys at the moment.
In order to being able to upload and read encrypted
files your keys will be generated.
The following browsers are supported:
Chrome
Edge
Firefox
Internet Explorer 11
Continue
|

After the welcome screen you choose the key storage, where your keys will be saved.

The select box provides all available key storages, as they were set up by the administrator.



Select your key storage

The key storage defines the way you want to provide access to your private key.

 Select your key storage ‘v Save Storage

Select your key storage

Your Computer/Device

External Key/Smartcard

Manual input for each download

Local decryption, download only

Depending on the system settings you can choose if and where the private key is saved and how you want the decryption to be performed. This
depends on your security requirements and possibilities:

Usability  Security

Description
Your Computer/Device  The private key is stored in the browser local storage (similar to a cookie) ﬂ‘“ 4
External The private key is available through an external process running on the client machine. Then the browser ﬂ‘"j ﬂ‘"j
Key/Smartcard can only request decryption. ﬂ}_l N

You have to install an extra Key Server on your machine, which is able to both recognize provided key files
or Smart Cards (currently Windows only).
The key is never saved in the browser.

The Key Server supports reading the key from a storage location (.pem file) or from a pkcs#11
compatible hardware device.

Manual input for each ~ When downloading an E2EE file, the private key has to be copy/pasted into a browser form. The key is IIIP-' IIIP-'
download never saved in the browser. o
Local decryption The E2EE file is downloaded locally and a secondary tool is required to decrypt (E2EE Reader). / IIIP-' IIIP-'

The E2EE Reader supports both file and Smart Card decryption (currently Windows only). q‘;‘l -

The key is never saved in the browser.

Key Storages

External Key/Smartcard Configuration

For the External Key/Smartcard key storage, a key server URL has to be provided. In most cases this will be the default value ht t p: / /| ocal ho
st: 9080.


http://localhost:9080
http://localhost:9080

Key Storage
Key Server -
Key Server
Key Server URL:| http://localhost:9080 Save Test Connection

By clicking the Test Connection button you will receive a message whether the key server was found or not. You will be asked to register your
Smartcard when it had been found.

An additional button Connection Info will show up which either opens the key server's status information or a browser error page, in case the key
server did not respond.

All other storages

Except of the variant External Key/Smartcard, where the key is retrieved from the hardware, in any other keys a new key pair will be generated.

The public key will be uploaded to the server's database, the private key is show in the next step.

[ 4
Generate Keys X
This is your private key. Be sure to save it to a safe place.
Your storage method is: Your Computer/Device
The key was saved in your local storage.
It is required to save the key to be able to recover in case of a computer crash or if you want to
decrypt files from another device.
Backup Private Key Continue without saving (dangerous)
Keyld: 6lc48cfd2230320ccaal77c7b236d70
----- BEGIN R5A PRIVATE KEY----- |
MTTFRATRAAKTANFAT L FL 1ADDM A07Th] RROTuFhz4 mFCalol e Yol Tiwe e Auh] hHMAR
|

From now on you are able to create or read end-to-end encrypted files.
Be sure to save the private key and store it at a secure location (e.g. in a safe). Make a backup of this key. Without the private key
you cannot open any files, e.g. when the web browser was reinstalled.
The private key is never sent to the server. The private key cannot be restored.
In case this key is lost, you have to create a new one. However, you only can access files encrypted for your old key when

® You re-upload the files
® Another user who shared an encrypted folder with you re-encrypts it for your new key.

For key storage Your Computer/Device you can only use one browser or browser profile for one account. Since the private key is



stored in the browser (or the profile) a different ownCloud user would receive the message Your key was not found on the server,
because the stored private key does not match the other user's public key.

After you are done with the wizard, the key management is always available in your Personal Settings - section Security

E2EE Setup finished

You now can upload and open encrypted files
Whenever you want to change your settings, add or revoke a key, this can be done in your personal settings.

Do you want to see these settings now?

Mo thanks, I'll look later  Yes, take me there

Click Yes, take me there to find the section Security in your Personal Settings.

User can have multiple private keys assigned to their accounts i.e. for multiple devices. Files uploaded into one of their encrypted
folders will automatically be encrypted for ALL of their private keys.

User Setup (Simple Share)

When the server administrator had set up Simple Share, then a password protected private key was already generated, so you can open your
shares shortly after login. You have received your key password by email. When the wizard below appears, please enter or paste the provided

password:



Welcome to E2EE for ownCloud

Your encryption keys are being created now, this might take a moment.
Do not close this window unless the Done button appears!

Enter your Key Password Continue

A new key pair will be generated where the private key is only stored in your device's browser and never sent to or retreived from the internet. The
setup process is finished when you reach the following page:

| . |
Your keys are ready!

Itis required to save the key to be able to recover in case of a computer crash or if you want to decrypt files from another device.

Backup Private Key Continue without saving (dangerous)

Keyld: 9e5a2a7a7bbcceb747167971ca8ad72e

————— BEGIN RSA PRIVATE KEY-----

MIIEowIBAAKCAQEAzDMIBFFaxJubzPwixgndVUg2 j+jKnih+FWt/qVewfabx2+vk
BNdsYel+10QdEMeyH1zA+Tptbol23Zbot bNSdoV4jiqeyvLbf0ZaK7dB+MEX0U+gz
pQTo08Ys5KhgdekLIw? rfKroDUrtBuQbglews984 fph2 pKpEWv kMVBKIRs u/ yYab
KTFXPh8Q2 f0pVnI180KCQqAzmnDHFav+ZFaWrvNeNgcys5ezqwil5i rYuiK7qlxi
TduVpyb j TnT¥DOaGoL 95 Z3AnARY tdxll r5WDgxuZ /g5CAGBIRz  FY raRDKEpRZHEV
X¥Zi7a3cFcsmNa333HVF1DUtNTky2pli8BDwE IDwIDAQABAD IBAAKMeTYXXdyqXN1a
1Jzel v1R1i2nMbAsBUmGOD+/bK1bHF+M4 1DKvWzp118Ls7kr50tDSx1RP2BrtHI0
JZaYR+TLr+ThI/T7CFwjVusl/55B8ET ] 1xEu0H/ USmaM05 fxKrRrUUEjGTLT P+4g
FsBPnSOTw67ALGpFvcisSxx9h2NEzhDZvmnkB2sAU+UemPB0of LUB2zC5PZcRyk]
*xF/LKYuADymd55]pzs0swDHIRMreAxBLUP)id1lueX04CpXhc XdAXZOdLVhs jwb0s
AVBRSVnj19n5agDYWeET cmIQGTT4NERISkhkBITROINXIPITZWO FKTmOr+Bv fxdy
NEO7S4ECQYEAShVaLVGYISC4P41csedGTBT2 jNyR2Y IxhI+wx2VeK1HE FVCHEmCd
IgD7WtXiWz+HGBtWWo0UZqS8HaYhDt BmcgMNRMCUES ] 7dKGT+Rh3QCPMXBSAYZ
nMUaZ4ysQsyyD7D7/7xBkGUc IqugHkxj0DEOUD/ TaWoNB31edn1jbiECoYEASZNF
a6t EKGAWAGRUtwym1X0TRBWAVBPaexH1 fdRt ABCWknZz hwHPKyt1 cmSmprZxsJtl
yQ9cZK1EAVIUa0556+zh2vgsRO/H2d txuY rNO01o4 TPKEVIIdBHW rV+IbVaigl 0g
S5G/mSPSiuS1uMbj4fjVYjti0LgYBKD1VBDCZMSBCgYEAQY/ yTVsvhd 1PWO4SBAVS

Be sure to save the private key and store it at a secure location (e.g. in a safe). Make a backup of this key. Without the private key
you cannot open any files, e.g. when the web browser was reinstalled.

The private key is never sent to the server. The private key cannot be restored.
In case this key is lost, you have to create a new one. However, you only can access files encrypted for your old key when

® You re-upload the files
® Another user who shared an encrypted folder with you re-encrypts it for your new key.

From then on you can manage your keys in your Personal Settings, details are found in the section below.

Key Management

The key management is found in your Personal Settings. You may reach this space by clicking on your user name in the upper right corner of
your ownCloud. This opens a dropdown menu, choose Settings. The settings for end-to-end encryption are found in the section Security.

Manage Existing Keys



Existing Keys

These are public keys assigned to your account. Files will be encrypted to be readable by these devices.

Key Description Created IP User-Agent
ac9538559c1292b5d19db1fa3ce626c3 12 minutes ago 127.0.0.1 Mozillas5.0 (X11; Ubuntu; Linux x86_64; nv:66.0) Gecko/20100101 Firefox/66.0 [ ]
f3eb5bbfff78acf8ab51c15935e2c749 seconds ago 127.0.0.1 Mozilla/5.0 (X11: Ubuntu; Linux x86_64; rv:66.0) Gecko/20100101 Firefox/66.0 W

All public keys, which are stored on the server are shown here, including the date and IP address of creation as well as the user agent (usually
browser) from which the public key was uploaded.

In case you use the Your Computer/Device storage, the public key, which matches your stored private key is marked bold.

You can delete public keys by clicking the trash bin icon. From then on all files cannot be decrypted with the corresponding private key any longer.

Key Management depending on your Key Storage

Your Computer/Device - Local Key

Local Key
Public Key ID:| f3ef5bbf3178ac78cb58c15935e2c74a

----- BEGIN RSA PRIVATE KEY-----
MIIEpALBAAKCAQEADEBgCP 0D/ by r2b76tymLEGHAvomxOL] jBol] rixiCgli?
RuBZhWLGBLg1MIVnB17+YGx IDZIQH1I+TLOY7ICTvEpqiGnBY sdOS3INIDGFGRERD
mBwBaVGyyEpaMe1UjFedIH+eLkuxIGZgh] yhbpdoEKHIyY zmEw rQL7 nBuMbMh LU=+
DYBFuHHTumYy rGBPOPAVIYYPLLIQUXk, XW3RPL/ Cvgd2DgxFrre 7630w a2 xbix
BdIom/amPwl5+y7yy(+GCjMnFLPM/+E0JhJoNRYVDs ke 1 tngKZmYODYmVC zw? S qDL
2539c5RK1MgaAtXmTSwWzumd 7 j 4vMDaFall0jdvzhkql02i6rBCLONF+4705+vPHs
pN9cZzPbXSpAWbemcFye INFMeVLyMkav+glAAwIDAQABADIBAGddxzwoalnlT/p
BEiIUSz XLy B+EVTICZxnw T PME ImMEplzeakFOvvhhR2ZnRFZ 153 Y IGKEHES1TAS
D405 7vwpnwA3n78Lt011007vMEDe TELWLY fWad 3 k+4bKI5 cWUR4Ab e XsGHyDK L]
SKWB3XECQYEABCQXEDLx2FTGEqQbw3yXbs cWXIqBRAeDwKIICNtvDDEI k+BpdXND
oT3u61bC3zFt1hLxPNDgNIBsBS tKHcaM1IVIS kG  VrvHgHLa 7FFqwZDL4bwmTILn
mExChZ95 rHGswHL9LiYonpXD/FzqxKig392j ZyXArlsRdEfms 2KetaRals ZBNo48
TPHBBOVDsKSkwvugyuMDZ92 zwmRIY FODE+DOUBWM: reg LgulA++RW] SuWTaxLkWC
Znof0gl17FnpS2hCRXZbxvoEdd6+mPTNZRqICqMOqy tGv L LKLKQCgX0+LyBdDWMb
of/Km/ EGxNCB0+6Mwzxx TPmprhMPDpRged/ CPD4 rPowSHMLPAOTBHUtBCgYEAXRWE
000 wmxPud1P// /snIgh/POTB0xeNuElw] dooBX 1Y nekkShRKgt J8YB1aUPTKr
5T1sAR3I1ykTNDmnk6aGHN] 0Aed75CulPS5/L9bp] 71/ eRuJBITVEMXBxLiBxLLgP
02KTutI3+gpTrmEfBgVsGEdNcW+qP2 3KewvK]18CoYEALWTwiabW12igecCqX5h0]
xWEHSqTHnBvviWcOVLyouXRWkx iPUTZ0EQDxNxRnNDgDIy3ECTzY FUTOISACERS 2A
HI1HL fbIRFhfAaacPGopdj dXmgxK2ZzTITYLODI985B820MBIDgacurRETBaF+/T]
+mSHBy2nYBb7119] PWs470kCogYEAChhiLvt 1L rhX¥mTh5 2207 xJ6BUTCEFh/ ZD5yW
Z4BBC fobbwi9uvDVRwW+PEIKp] EdtMjMrLEbgDBkEPhIPHTGIAWLI IbyEWZ 1gXpI
AU30TWBCYBT,/ Y FHK,/ 4JwhoHFDKIS8g rTn56PUeDiuvdSCEUA+ TUwxUTwgd49qg7n f
hMXr1MuE2 zgGxdmb,/ x7Vg fqzM2nHXFI1 LWV cUL+TxgAbavz 2 ID+nDf/15yahnj /RS
gwjKdGLYhnWo3 pONmAUxe f12FkzVBYZoNi/ yhTeJdCoCoSTDBhKOB0=—=

----- END RS5A PRIVATE KEY-----

Y

Download Key Load Key DeleteLocal Key Generate New Private Key

You should create a backup of the private key and the public key ID by creating a textfile with the key id as name
and paste the private key into it. Make sure to save this file in a secure locaiton (i.e. a usb stick in a safe)

Download Key
Save the private key which is currently stored on the server/device to a file
Load Key

Paste a previously downloaded key and click load to be ready to use it in your current device. With this feature you can transfer the key
from one browser/device to another when you download it in the first browser/device and load it into the second.



Delete Local Key

Delete a key from local storage only. The corresponding public key on the server is not touched.

If you do not have a copy of your private key it cannot be restored

Generate New Private Key

When you lost your private key or you want to create a new one for another device, click Generate New Private Key. The private key in
the browser is replaced and the new public key is uploaded to the server. The previous public key on the server is not touched.

In case you lost your private key be sure to delete the corresponding public key before (see Manage Existing Keys above)

Key Storages Manual input for each download and Local decryption
Both storage options require, that your public key is available on the server. It will be used for encrypting files.

In the Security section of your Personal settings you find a text area:

Add Public Key

Public Key 1D:

Save

You might already have keys when

® you at least once have generated a public key in the Personal Settings
® you at least registered once with the Key Server (file key or Smart Card)
® the administrator added your key on the server (occ command)

Decrypting Files
Your Computer/Device

Files will be decrypted on the fly. No interaction is required.

External Key/Smartcard
The key server pops up a natification that you are about to decrypt a file. You must confirm the decryption.

When re-encrypting a folder you will be asked for a confirmation as well.

Manual input for each download



Every time you want to open an encrypted file the browser opens a modal window where you have to provide your private key.

x
Private key required

Paste your key below

Use this key

The file is decrypted in the browser only, the private key is never sent to the server.

Local decryption

The raw E2EE file will be downloaded. You need the E2EE Reader to be able to decrypt those files.
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